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Executive Summary
As organizations execute on their digital transformation strategies, they are 
incorporating more edge computing technology into their operations to help 
improve business outcomes, lower costs and ensure security and data privacy. 

Edge computing workloads are being driven by IoT, AI, networking, and 
security use cases across all industry verticals to deliver outcomes including 
remote monitoring, predictive maintenance, computer vision, and improved 
logistics, safety and security, and customer experience. The edge operates 
as a continuum, and traditional data center solutions are not equipped to 
manage and secure computing nodes deployed across the distributed edge in 
the field, beyond the confines of physically secure data centers.

ZEDEDA offers the industry’s most advanced orchestration solution for 
distributed edge computing to help customers accelerate their journey to 
the edge. Built on an open source foundation and optimized for the unique 
requirements of the distributed edge, ZEDEDA eliminates vendor lock-in and 
drastically simplifies the deployment and full lifecycle management of both 
hardware and applications in the field at scale. Featuring support for diverse 
hardware, a Zero Trust security model, and flexible application deployment 
models, ZEDEDA enables users to leverage existing infrastructure investments 
alongside modern, cloud-native innovations.
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Introduction 
The explosion of edge data is driven by advancements in computing 
hardware, decreasing costs, and expanding network connectivity, alongside 
emerging technologies such as AI. As a result, organizations increasingly 
need to distribute computing to the edge to complement cloud resources. 
Edge computing processes and analyzes data closer to its source, enabling 
faster decision-making, reducing the costs of transferring large volumes 
of data to the cloud, reducing latency, and enhancing resiliency, security, 
privacy, real-time decision making, and user experience. To support this shift, 
organizations require a robust orchestration solution that ensures scalable 
management and security.

An effective orchestration solution for distributed edge computing must 
scale across heterogeneous hardware and application instances, nodes, and 
locations. It must be flexible enough to accommodate diverse deployment 
architectures, business models, and skill sets spanning both Operational 
Technology (OT) and Information Technology (IT) teams. Additionally, it 
should be fully automated, centrally managed, and capable of autonomous 
operation in the field to maximize uptime for critical operations and reduce 
onsite labor requirements. 

Security is another key consideration—distributed edge orchestration 
solutions must be purpose-built to address the unique challenges of 
managing compute nodes outside physically secure data centers, often 
without a defined network perimeter, where the device may be physically 
tampered with or even stolen. Traditional data center orchestration and 
security solutions are inadequate for the distributed edge, as they were not 
designed with these specialized needs in mind.

This white paper explores how ZEDEDA’s orchestration solution empowers 
organizations to succeed in distributed edge computing through a simple, 
subscription-based service, enhanced by a strong ecosystem of partners. It 
outlines key considerations for distributed edge computing and provides an 
overview of ZEDEDA’s core solution components.



SIMPLE, SECURE ORCHESTRATION FOR THE DISTRIBUTED EDGE | 4

Key Challenges at the Distributed Edge 
The edge is a continuum, and both hardware and software become 
increasingly heterogeneous the closer deployments get to the physical 
world - in locations such as the factory floor, inside wind turbines, on oil rigs, 
on trucks, on container ships, and within retail stores, to name a few. There 
are diverse hardware architectures (e.g., x86, Arm, GPU) and form factors. 
Devices with smaller footprints have historically been most common at the 
edge, however, deployments utilizing larger high-end products such as rack 
servers to support clustered nodes and GPUs are seeing increased adoption.

The distributed edge also has a large footprint of business critical 
infrastructure with virtual machines and applications not compatible 
with containerization. Fleet management and orchestration solutions 
for distributed edge computing need to support virtual machines, legacy 
applications, and modern cloud-native applications to ensure that 
enterprises have a transition path and aren’t forced to “rip and replace” 
existing investments or support infrastructure “sprawl” at the edge. 

Unlike deployments of computing resources in the data center, distributed 
edge computing nodes often have no physical security or network perimeter. 
As such, orchestration solutions should leverage a Zero Trust security model 
and not rely on having an owned network or firewall to protect them. In the 
OT world, a security compromise can lead to immediate loss of production 
and risk to safety, making it especially important that any issues are 
addressed promptly and gracefully. 

Furthermore, as the Industrial Internet of Things (IIoT) scales device 
deployments into the billions, organizations will need to secure and manage 
millions of distributed edge computing nodes to preprocess data and 
maintain network security. Traditional data center solutions oriented towards 
securing and managing centralized infrastructure aren’t designed to address 
this scale factor.

Finally, diverse skill sets spanning IT and OT (e.g., network and security 
admins, DevOps, production, quality and maintenance engineers, data 
scientists) are necessary to deliver distributed edge solutions that bridge the 
physical and digital worlds. These organizations and roles often have differing 
priorities, for example IT typically prioritizes security, privacy and governance, 
whereas OT prioritizes uptime, quality and safety. 

Solutions for distributed edge orchestration and security need to address 
each of these challenges while balancing the needs of all stakeholders.

Orchestration solutions 
should leverage a Zero 
Trust security model 
and not rely on having 
an owned network or 
firewall to protect them.
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The Importance of an Open Edge Architecture 
The market has attempted to address the inherently diverse nature of 
the edge with a dizzying landscape of proprietary platforms. However, a 
key enabler of realizing the value of digital is interconnecting ecosystems 
to foster new experiences and revenue streams. If systems are unable to 
interface, innovation slows and value isn’t realized. Open platforms avoid 
that risk by allowing users and the community to adapt components to 
support their needs. 

First, it is critical to abstract data, applications, and domain knowledge 
from underlying infrastructure so tools for data ingestion, security, 
and management are consistent regardless of use case. Second, it is 
important to untether data from backend services as close as possible 
to the edge source so all permutations of edge to cloud data flow are 
supported without risk of lock-in. Finally, it is important to extend cloud-
native principles wherever possible while also recognizing technical 
tradeoffs, for example latency and safety-critical applications at the edge 
that require embedded software. 

In summary, it is critical to establish a strategy rooted in an open edge, 
prioritizing domain knowledge and supporting a diversity of hardware, 
with the ability to deliver software and services on top of open, consistent 
infrastructure. Architecting infrastructure with these principles in mind 
enables users to start small but scale into creating new business models 
and experiences for both internal stakeholders and end customers. 

Evolution with AI Orchestration in a Connected World Requires an Open Edge 

• “Con�dence” Era
• Interconnected Ecosystems
• Ambient Computing

Trust Fabrics
Future

• “Compute” Era
• Cloud-Native ”Everywhere”
• Arti�cial Intelligence

Edge Computing
Now

Cloud/Network

• “Connect” Era
• Trusted Cloud Computing
• Big Data

On Premise

Internet of Things
2015



The ZEDEDA Solution Stack

The ZEDEDA Solution 
ZEDEDA is the leader in orchestration for the 
distributed edge, enabling customers with a cloud-
native solution that delivers visibility, control, and 
security for edge computing deployments in the 
field. Companies can now have full-stack remote 
management and observability for any distributed 
edge computing hardware, edge application and 
with any on-prem system or cloud. 

The ZEDEDA Edge Computing Platform is composed 
of three key components: the cloud-based ZEDEDA 
Cloud SaaS service, open source EVE-OS from the Linux 
Foundation, and the ZEDEDA Edge Marketplace for 
managing workloads to deploy to the edge.

ZERO LIMITS

Supporting orchestration of diverse edge 
hardware and applications at scale, including 
both legacy and cloud native software 
investments without any vendor lock-in. 
Customers are free to develop edge solutions 
with any combination of applications and on-
prem and cloud backends.

ZERO TOUCH

Enabling simple field deployment of edge 
computing nodes without requiring IT skills 
and supporting autonomous operation 
and remote management with risk free 
updates from the cloud. This requires an 
eventual consistency model in which edge 
nodes continue to run in the current state 
if they lose connection to the centralized 
orchestration service.

ZERO TRUST

Implementing a Zero Trust model for physical 
and cyber security to address the unique, 
perimeter-less security requirements of 
the edge utilizing components such as TPM, 
mTLS, remote attestation, data encryption, 
and measured boot.

The ZEDEDA Edge Computing Platform 
is built on three core principles
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ZEDEDA Cloud Orchestration
ZEDEDA provides a centralized console with easy-to-navigate UI that enables 
IT and OT admins as well as DevOps resources to remotely orchestrate 
distributed edge computing hardware and applications at scale. It enables 
full visibility into the health of deployed edge infrastructure, bulk application 
deployment, and remote operations and updates for the applications, virtual 
machines, and EVE-OS itself. Role-based Access Control (RBAC) enables 
admins to provide different levels of system access based on policy. 

ZEDEDA Cloud Orchestration Service (left) and EVE-OS (right)
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ZEDEDA is based on a multi-tenant architecture with the baseline option 
being an instance hosted on a shared cloud cluster for the lowest startup 
cost. ZEDEDA communicates with EVE-OS on deployed edge nodes through 
an open API for orchestration. This ensures that users are not locked into 
any particular orchestration service, including ZEDEDA. The commercial cloud 
component also provides a comprehensive set of APIs for orchestration, 
with key API functionality being exposed in the ZEDEDA GUI. Developers 
can leverage the broader set of APIs for their own custom solutions such as 
automated deployments and lifecycle management, alongside integrations 
with preferred systems such as Terraform. 

ZEDEDA is sold and consumed as a service with a subscription-based 
enterprise license and “pay-as-you-go” model that includes 24/7 support 
for both the ZEDEDA cloud orchestration service and EVE-OS running on 
ZEDEDA-certified hardware. The “pay-as-you-go” model offers customers the 
flexibility to start small and scale as their business needs evolve. 

ZEDEDA is sold and consumed as 
a service with a subscription-based 
enterprise license and “pay-as-
you-go” model that includes 24/7 
support for both the ZEDEDA 
cloud orchestration service 
and EVE-OS running on ZEDEDA-
certified hardware.

SUPPORT
24/7
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EVE-OS 
Developed within Project EVE in the Linux Foundation’s LF Edge organization, 
EVE-OS is an open source, Linux-based operating system designed to meet 
the unique requirements of the distributed edge governed by a Technical 
Steering Committee (TSC). This includes abstracting data and applications from 
infrastructure, supporting flexible application deployment models (e.g., VMs, 
Docker containers, any OCI compliant containers, Kubernetes clusters), and 
implementing a Zero Trust security model. 

The hosting of Project EVE within LF Edge ensures vendor-neutral governance 
of the code base and related specifications. All technical meetings are open to 
the public to ensure transparency. The ultimate goal for EVE-OS is to create a 
universal abstraction layer that enables scale and supports an open application 
ecosystem, an objective that aligns with complementary initiatives like Margo, 
an open standard hosted by the Joint Development Foundation (part of 
the Linux Foundation) focused on enabling interoperability between edge 
applications, devices, and orchestration software for industrial automation.

The ultimate goal for 
EVE-OS is to create a 
universal abstraction 
layer that enables scale 
and supports an open 
application ecosystem.

https://opencontainers.org/
https://margo.org/
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Comparison of Architectural Approaches for Edge Nodes 

Comparison of Architectural Approaches for Edge Node Orchestration

Vendor Lock-in
Limited Hardware Support

Deep Security Bene�ts
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Risk of Bricking
Inconsistent Security Story

Edge Hardware

DIY Bare-metal EVE-OS Agent-based

Proprietary
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Edge Hardware

Open
API

Edge Hardware
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OS
EVE-OS

As a bare-metal solution, EVE-OS provides a deep 
security methodology with hardware root of trust and 
policy based management of both applications and 
hardware. Direct access to hardware minimizes the 
risk of bricking a device in the field during an update 
of EVE-OS, guest operating systems or applications. 
Being completely open source prevents lock-in to any 
particular backend. 

In comparison, orchestration solutions built on a 
proprietary bare metal foundation may offer similar 
benefits for security and application support, but with 
the significant drawback of requiring a homogeneous 
hardware deployment with one particular vendor. At 
scale, this is often unrealistic and costs more than 
being able to take a flexible approach with use of 
available hardware or source hardware from a variety of 
vendors as needed. In other words, solutions based on 

proprietary hardware lock users into the provider’s full stack. 
Meanwhile, agent-based orchestration solutions have the 
advantage of supporting a broader range of host operating 
systems but have security vulnerabilities without significant 
investment in OS hardening and present the potential to 
brick a device during an update, requiring an expensive 
truck roll to address. 

EVE-OS’s architecture provides a balance between 
bare-metal and agent-based approaches, resulting in a 
universal, open foundation for distributed edge computing 
deployments. Further simplifying deployment scale is a 
growing ecosystem of hardware providers supporting 
EVE-OS and preloading it in their factories. A growing 
partner ecosystem of both hardware distributors and 
manufacturers pre-install EVE-OS at the factory prior to 
shipping which allows the end-user to receive a plug and 
play system out of the box.
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Example Deployment Patterns 
ZEDEDA can support any use case, in any vertical, with the architect’s choice of hardware and applications. The figure 
below highlights several example deployment models in a typical OT/IT environment that have segmented networks to 
protect critical operations. 

Example deployments shown in the figure below include: 

Industrial IoT gateways: connecting 
devices like Programmable Logic Controllers 
(PLCs), Human Machine Interfaces (HMIs), 
and Computer numerical control (CNC) 
machines to higher-level systems.

21

3 4

Dedicated edge security: positioned 
between Levels 1 and 2, these nodes 
provide network segmentation, protocol 
inspection, and firewalling to isolate OT 
traffic from external threats. 

OT/IT workload consolidation nodes: 
located at Levels 2 and 3, these nodes run 
multiple containerized applications - such 
as manufacturing execution system (MES), 
data collection, or AI workloads- on a single 
system, and can operate as single nodes or 
in clustered configurations (e.g., Kubernetes 
or ZEDEDA Kubernetes Service (ZKS)).

Cloud edge gateways and extended VNFs: at 
Level 4 (Enterprise), cloud gateways bridge edge 
environments with IT and cloud infrastructure. 
These may extend virtual network functions 
(VNFs), such as WAN optimization or SD-WAN, 
into on-prem environments.
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In terms of software deployment patterns on a given edge computing 
node, the following example reflects a solution for video surveillance in 
which a Windows-based Video Management Solution (VMS) deployed in a 
virtual machine passes data to a containerized AI model performing facial 
recognition, which in turn outputs event data to Azure IoT Edge for future 
pre-processing and transmission to Azure. 

Additional examples include consolidating existing historians, SCADA and 
HMI applications alongside new containerized functions for manufacturing 
use cases and deploying Windows-based Point of Sale (PoS) software 
alongside a containerized IoT stack in a retail application.

Example Deployment in Safety and Security with Applications in Both VMs and Containers 
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Key EVE-OS Features 
Developed within LF Edge’s Project EVE, the modular, Linux-based EVE-
OS enables organizations to extend their cloud-like experience to edge 
deployments distributed outside of the data center and perform full 
lifecycle management and remote orchestration of choice of hardware and 
applications deployed in virtual machines, OCI compliant containers, and/
or Kubernetes clusters. Support for virtual machines enables customers to 
lift and shift legacy software investments, in addition to deploying container 
runtimes such as Kubernetes, Azure IoT Edge, and AWS Greengrass. 

The scope for Project EVE includes: 

•	Delivering the flexible and modular EVE-OS with built-in security 

•	Adam, a controller reference implementation utilizing EVE-API’s (Adam) 

•	Eden, a testing framework that utilizes Adam to test various  
functionalities of EVE at run-time

•	Specifications and definition of open orchestration APIs 

EVE-OS is a curated architecture compared to typical Linux distributions 
that require integration of all necessary components to deliver a ready-to-
use deployment foundation. The result is a stack that can be loaded on the 
architect’s choice of edge hardware to immediately scale deployments. 

EVE-OS Resources

For more information visit:  
https://www.lfedge.org/projects/eve/ 

Download EVE-OS:  
https://github.com/lf-edge/eve

Key EVE-OS features include: 

Support for any distributed 
edge computer hardware – 
CPU (e.g., x86, AMD64, ARM) and 
accelerators (e.g., GPU, FPGA) 

Zero Trust model that utilizes 
hardware-based root of trust, 
TPM, measured boot, encryption, 
mTLS, and remote attestation 

Optimization for single edge 
compute nodes with as low 
as 800MB of memory to multi-
node clusters 

Support for virtual machines 
alongside containerized workloads 

Fail proof rollback/forward 
updates for both EVE-OS and 
apps to maximize uptime

Open, vendor-neutral APIs that 
eliminate lock-in

https://lfedge.org/projects/eve/
https://github.com/lf-edge/eve
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Application Orchestration
The ZEDEDA cloud supports bulk orchestration of any combination of VMs, 
OCI compliant containers, and Kubernetes clusters on EVE-OS in the field. 
Applications are defined through a declarative model using deployment 
manifests that are similar in principle to Kubernetes Helm charts. These 
manifests indicate the on-prem or cloud repository where the application 
runtime is located, along with policy-based settings for CPU, memory and disk 
allocation, networking settings and more. 

While OCI compliant containers have been widely used in edge data center 
deployments for several years, extending Kubernetes-based cloud-native 
development to distributed edge locations requires the right security model 
and an orchestration backend that can scale to large fleets of nodes. EVE-OS 
supports choice of Kubernetes runtime deployed in a virtual machine and 
ZEDEDA’s Zero Trust security model and optimizations for deployment at 
hyperscale provides users with the ideal solution for extending Kubernetes to 
edge computing applications distributed outside of the traditional data center. 

ZEDEDA App Marketplace

Developers can easily integrate ZEDEDA with their existing CI/CD pipeline and 
different user roles can be granted various levels of permissions to perform 
certain tasks. The built-in marketplace enables end users to bulk-deploy their 
choice of edge application with a single click. The ZEDEDA Edge Marketplace 
is accessible to all users and features leading edge computing applications 
from ZEDEDA’s open ecosystem. Enterprises, OEMs, and SIs also have the 
option of curating their own preferred applications—both internal and 3rd 
party—in their own private marketplaces.

Developers can easily 
integrate ZEDEDA with 
their existing CI/CD 
pipeline and different 
user roles can be 
granted various levels of 
permissions to perform 
certain tasks.
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Manageability and Visibility 

ZEDEDA Dashboard 

Successful deployment and operation of edge 
computing requires handling both day one issues, such 
as deployment and onboarding of edge nodes and 
the applications which will run on them, and day two 
issues such as ongoing monitoring of the correct and 
secure operation of the devices and applications. The 
ability to update the configuration and software to 
respond to new needs and/or deploy security-relevant 
patches is also essential on an ongoing basis. This all 
requires a management system which is built with the 
complete hardware and software lifecycle in mind, and 
which addresses the unique needs of the distributed 
edge. Features like Role-based Access Control (RBAC) 
are essential in an edge management system, enabling 
administrators to enforce policy-driven access controls 
and assign appropriate permissions across diverse 
users and roles.

ZEDEDA’s management solution starts at the factory 
or in the supply chain when EVE-OS is installed on the 
edge node. This enables secure, Zero Touch onboarding 
allowing the edge node to connect to ZEDEDA. 

Lifecycle management capabilities for edge nodes include 
specifying and changing how the various network ports and 
I/O adapters are used and configured; either to be used by 
EVE-OS to connect to ZEDEDA, leveraged by applications, 
or shared for both. It also includes being able to perform 
secure, fail-safe updates of EVE-OS itself with automatic 
fallback should anything go wrong. 

Application lifecycle management includes being able 
to specify the origins of content, volumes, application 
network connectivity, and the applications themselves 
together with their parameters. ZEDEDA supports a 
number of different workflows for bulk deployment of 
applications to enable scalable operations from day one. 

As part of the lifecycle management of both edge nodes 
and applications there is a rich set of visibility both by 
single edge node or application (e.g., CPU, memory, disk, 
and network usage, visualizing network flows) and across a 
larger deployment. For instance, showing the distribution 
of application versions across a fleet to facilitate bulk 
update of the applications. 



Advanced Networking for the 
Distributed Edge
Networking at the distributed edge is significantly more complex than in the 
cloud, requiring robust downstream and upstream connectivity.

Downstream Connectivity
Distributed edge devices often connect to multiple local networks that 
integrate with sensors, actuators, and industrial systems. While Ethernet 
is commonly used, other technologies such as wireless radio and non-IP 
wired transports (e.g., RS485 for Modbus RTU) remain prevalent in legacy 
environments. The connectivity capabilities of edge computing hardware  
vary, requiring careful alignment with application requirements and 
deployment conditions.

Upstream Connectivity
Edge devices typically connect upstream via Ethernet to an enterprise 
network for Internet access, but alternative options include cellular (3G, LTE, 
5G) and even satellite communications for remote deployments. Depending 
on bandwidth and cost trade-offs, hybrid configurations (e.g., LTE with 
satellite backup) may be used to ensure reliable connectivity.

However, upstream networking can be challenging due to limited  
control over enterprise networks. Proxy servers, firewalls, and IT policies  
can impact the deployment and security of edge computing solutions. 
Additionally, cloud-native applications migrating to the edge may assume 
they are operating within a Virtual Private Cloud (VPC), requiring secure  
VPC extension to the edge without complex networking configurations.
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How ZEDEDA Simplifies Edge Networking
ZEDEDA provides a comprehensive networking solution that simplifies 
deployment while ensuring resilience and security including:

Flexible uplink connectivity
Supports various upstream configurations, including network flow 
visualization from edge to cloud and fail-safe updates with automatic 
rollback to prevent connectivity loss.

Resilient edge networking
Built for high availability, with automatic failover across multiple uplinks 
and support for disconnected operation through an eventual consistency 
model for state reporting and configuration management.

Secure network & I/O isolation
Enables isolated network configurations, including:

•	Shop-floor networks dedicated to operational technology (OT).

•	Air gap networks for local-only traffic, adding a defense-in-depth 
security approach.

•	Seamless integration into VPCs in public clouds, ensuring cloud-like 
security at the edge.

Hardware-agnostic networking
Supports a wide range of edge devices by utilizing hardware model 
descriptions, ensuring compatibility with different networking and  
I/O options.

Cloud-Like Simplicity at the Edge
ZEDEDA ensures that deploying applications at the edge requires no 
more networking expertise than deploying in the cloud. The platform 
also supports lifecycle management for VMs, OCI Compliant containers, 
and Kubernetes clusters in a uniform, scalable manner. By removing 
networking complexity, ZEDEDA empowers organizations to deploy edge 
solutions seamlessly, securely, and at scale.
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ZEDEDA’s Comprehensive  
Security Approach 
ZEDEDA implements security from the ground up, beginning at the hardware 
and firmware level. By leveraging Trusted Platform Modules (TPMs), it ensures 
volume encryption, prevents edge device or disk cloning, and secures 
cryptographic identities for both edge devices and application instances.

Standard encryption protocols, including mutual TLS (mTLS) for control-plane 
traffic further enhances security.

Applications deployed on ZEDEDA are safeguarded through network 
segmentation and strict I/O access controls, ensuring they only connect to the 
resources they require. This protection is further strengthened by EVE-OS’s 
built-in distributed firewall, which enforces granular security policies at the edge.

Beyond Technology
A holistic security strategy, however, isn’t just about implementing  
cutting-edge technology, it also requires robust processes and  
user-friendly design including:

Proactive monitoring and updates 
The ability to observe and update both applications and EVE-
OS to detect anomalies, ensuring secure and reliable patching.

Simplified, secure onboarding
Eliminating the need for security expertise during edge node 
deployment through remote attestation, secure onboarding, 
and cryptographic-based IDs, removing the risks associated 
with username-password management and local tampering.

ZEDEDA’s security philosophy is simple: Enhance protection without adding 
complexity. Deploying applications at the edge should be as seamless 
and secure as deploying them in the cloud—without requiring specialized 
security knowledge.

For a more in-depth look at the ZEDEDA security framework, refer to the 
ZEDEDA Edge Security White Paper.

https://zededa.com/white_papers/zededa-security-architecture/


SIMPLE, SECURE ORCHESTRATION FOR THE DISTRIBUTED EDGE | 18

Conclusion 
The world is continuing to become more connected and increasingly upload-
centric with more and more data being generated at the edge by billions 
of devices. That data is being pushed to the cloud, enabling new intelligent, 
responsive applications. These applications increasingly depend on edge 
computing to supplement the cloud for lowering the cost of bandwidth 
consumption, reduced latency, and improved security and privacy. 

ZEDEDA delivers visibility, control and security for the distributed edge, with 
the freedom of deploying and managing any app on any hardware at scale 
and connecting to any cloud or on-premises systems. 

Distributed edge solutions require a diverse mix of technologies and domain 
expertise and ZEDEDA enables customers with an open, vendor-agnostic 
orchestration framework that breaks down silos and provides the needed 
agility and future-proofing as they evolve their connected operations. 
Customers can now seamlessly orchestrate intelligent applications at the 
distributed edge to gain access to critical insights, make real-time decisions 
and maximize operational efficiency. 



About ZEDEDA 
ZEDEDA makes edge computing effortless, open, and intrinsically secure – extending the cloud 
experience to the edge. ZEDEDA reduces the cost of managing and orchestrating distributed  
edge infrastructure, while increasing visibility, security and control.

ZEDEDA ensures extensibility and flexibility by leveraging a partner ecosystem,  
and EVE-OS, open-source Linux-based edge operating system.

CONTACT@ZEDEDA.COM

Summary of ZEDEDA Differentiation 

Supports VMs, containers, and clusters for workload 
consolidation and future-proofing edge deployments 

Enables Zero Trust security model with hardware-
root-of-trust, remote attestation, data encryption, and 
distributed per-app firewall capabilities 

Full-stack remote orchestration and observability for 
edge hardware and software at cloud-scale with APIs 

Truly open foundation eliminates lock-in and 
facilitates hardware, app and cloud interoperability 

Maximum uptime through fail-safe updates with an 
eventual consistency model 

Unparalleled out-of-the-box experience that fast 
tracks edge deployments with no IT experience required 
in the field 

Marketplace backed by an open edge ecosystem 
with an option of curating private stores 

mailto:contact%40zededa.com?subject=Contact%20ZEDEDA
https://twitter.com/ZEDEDAEdge
https://www.linkedin.com/company/zededaedge/
https://www.youtube.com/c/zededainc
https://github.com/ZEDEDA
https://zededa.com/

